
 

 

National Standard of Canada  
Standards Proposal 

 
Proposed Standard Title: 
Privacy Enhancing Data De-Identification Framework 

 

Proposed Scope: 
This proposed Standard provides a framework for identifying and mitigating the likelihood that an 
individual is identified directly or indirectly from data, and risks associated with the lifecycle of de-
identified data. 
 
Considerations are given to: 

• Context assessment, to evaluate the context of data sharing or release to help properly scope 
the de-identification process 

• Data assessment, to produce data that meets the requirements of the use case, while 
protecting the privacy of data subjects 

• Identifiability, a function of the probability of an attack (context assessment) and the 
probability of successfully identifying an individual given that there is an attack (data 
assessment) 

• Governance, the data processing activities in principles, policies, and procedures for data 
security, handling, management and storage, and sharing or release 

 

Strategic Need: 
Identify the strategic need of key stakeholders and confirmation expressing the need. 
 

This includes consideration for: 
a. The strategic need of key stakeholder (e.g. legislator, industry, government, consumers); 
b. The type of standard (international, regional, domestic standards and harmonization need); 
c. Addressing up-to-date vs outdated standard to ensure latest innovative/technology/safety features 

available for businesses; 
d. If the standard is intended to support national/regional/international certification programs; 
e. If there is stakeholder intention to transition to different standard; 
f. The type of maintenance (periodic, continuous, stabilized, best before date); and 
g. The use of “CAN” descriptor. 



 

 

The sharing of data for the purposes of data analysis and research can have many benefits. Data is 
recognized as an important driver of innovation in economic and research activities, and is used to 
improve services and derive new insights. Services are delivered more efficiently, at a lower cost, and 
with increased usability, based on an analysis of relevant data regarding how a service is provided and 
used. At the same time, concerns and controversies about data ownership and data privacy elicit 
significant debate. O’Reilly’s “Data Newsletter” on Jan 2, 2019, recognized that tools for secure and 
privacy-preserving analytics are a trend on the O’Reilly radar. 

The purpose of a risk-based approach to de-identification, involving risk analysis or assessments, is to 
replace an otherwise subjective gut check with a more guided decision-making approach that is 
scalable and proportionate, resulting in solutions that ensure data are useful while being sufficiently 
protected. Statistical estimators are used to provide objective support, with greater emphasis placed 
on empirical evidence to drive decision-making. 

Canada has a large variety of companies that share and release data for purposes other than what they 
were originally collected for, and have the expertise, talent, and capabilities to rapidly commercialize 
and scale their data products and service offerings. By incorporating de-identification methods to 
reduce identifiability, organizations can establish and integrate secure, repeatable de-identification 
processes into their data flows and analytics in a sustainable manner. In order to support these 
Canadian technology companies in their pursuits, standards and shared guidelines are crucial to 
increase competitive advantage.  

De-identification needs to meet the standards of current legal frameworks, and be presentable as 
evidence to governing bodies and to data protection and privacy commissioners, to mitigate exposure 
and demonstrate that an organization has taken its responsibility toward data subjects seriously. 
International standards for de-identification would drive economic development through increased 
interoperability, collaboration and accelerated commercialization.  

 

Need for Availability in Both of Canada’s Official Languages: 
Do stakeholders need the standard published in both official languages? 
Do users of the standard need the standard published in both official languages? 
Do authorities having jurisdiction need the standard published in both official languages? 
Are there health and safety related needs for the standard to be published in both official languages? 
For adoptions, is there availability of the regional/international standard or other deliverable from the source? 
For adoptions, is there an agreement with the source committee to facilitate official translation? 

YES 

 

Geographical Representation Considerations: 
Identify the Canadian geographical representation appropriate to the subject area covered by the standard. 
 

Geographic representation may consider factors such as: 
a. Industry (e.g. petroleum in petroleum producing provinces);  
b. Reference in regulation (if a regulation exists in a province); or 
c. Commodity characteristics and social impact (e.g. heating oil for northern climates). 



 

 

The proposed standard is not limited to a specific industry or sector of the economy, as data collection 
and processing exists across all industries and by consequence de-identification can be deployed in any 
industry.  

 

Trade: 
Identify how the standard meets the needs of the marketplace and contributes to advancing trade in the broadest possible 
geographical and economic contexts. 
 

For example: 
a. Facilitate Canadian innovation to lead internationally; 
b. Support the objectives of “One standard, one test, accepted everywhere”;  
c. Support the objectives of “First to Market”; or 
d. Foster international/ regional/ national alignment of requirements. 

In 2019, Gartner said it expected 72 per cent of organisations to be using the product model of data 
that year, with Chief Data Officers managing profit and loss instead of just being responsible for driving 
data analytics projects and programmes. This demonstrates the critical importance data is having in 
modern organizations. For Canada to lead in innovative uses of data, Canadian organizations need to 
make data a critical asset and demonstrate that it is possible to achieve the “win-win” of data privacy 
that has been championed by the likes of former Ontario privacy commissioner Dr. Ann Cavoukian in 
her highly influential concept of Privacy by Design. 
 
Increased pressure from data protection and privacy commissioners, including stricter privacy laws and 
regulations with enforcement powers, necessitates a standardized approach to, and understanding of, 
data de-identification for the purposes of producing innovative data products and services. Strong 
standards will ensure Canada can compete globally and drive the adoption of scalable and 
proportionate approaches that will result in solutions that ensure data are useful while being 
sufficiently protected for their intended uses. 

 

Relevant existing documents at the international, regional and national level: 
Data61 and the Office of the Australian Information Commissioner, De-identification Decision-making 
Framework, CSIRO Reports EP173122 and EP175702, 2017. 
 
HITRUST Alliance, De-identification Framework, HITRUST, 2015. 
 
Information and Privacy Commissioner of Ontario, De-identification Guidelines for Structured Data, ICO 
of Ontario, 2016. 
 
ISO/IEC 20889:2018, Information technology – Security techniques – Privacy enhancing data de-
identification terminology and classification of techniques 
 
National Institute of Standards and Technology, De-identification of Personal Information, NISTIR 8053, 
NIST, 2015. 
 
UK Anonymisation Network, Anonymisation Decision-making Framework, UKAN Publications, 2016. 



 

 

 


